




























































musings on
embedded systems
I began this adventure into embedded systems when I started reading the
proceedings for the 1999 Workshop on Embedded Systems (available from
USENIX, of course). I thought I knew a lot about embedded systems, since
that is where I began working as a nonstudent programmer, but boy, have
things changed.
In this column, I will amuse you with my own experiences with embedded systems, and
then venture into some of the new regions embraced by the embedded-systems move
ment. 1 think some of them will surprise you {they did me). The implications are stag
gering for those of you who manage networks, own homes, use PDAs, have a refrigera
tor, or drive cars.

Did I say refrigerator? The second paper in the proceedings postulates a future where
embedded devices are truly ubiquitous. It describes a SmartCan that includes "a tiny
computer, a small amount of memory, and a short-range radio transceiver." If that
seems at all far-fetched, remember that Geode by National Semiconductor provides the
first two (as well as a video controller and DSL) on a chip, and there are two existing
transceivers-on-a-chip. The paper does omit the power supply, but a later paper
describes schemes for broadcasting power...
In the SmartCan scenario, the embedded system remembers the make-up of the can,
making it easy to recycle. It remembers the contents of the can and when those con
tents were stored (so that it can let us know when it is no longer safe to use). You can
query your kitchen from the store and see if you have a can of stewed tomatoes or
olives, and, if it is sitting in the refrigerator, how long it has been sitting there. Of
course, 1 just can't wait until we have refrigerators that will be "intelligent" enough to
start nagging us about the molding box of carry-out Thai sitting "on shelf 0, quadrant
4, and about to ooze over the vegetable tender." If the refrigerator is truly intelligent, it
will try to discern our moods first (or, even better, hire someone to come in and clean
it out without bothering us).

Welcome to the wonder of embedded systems. They already are everywhere. For every
Pentium manufactured by Intel, there are somewhere between 20 and IDG embedded
processors installed every year. You know that your VCR has one, as well as your
microwave. Your new car or truck (er, SUV) likely has more than ten. Even a new
blender has one, and of course your cell phone has a very zippy one. But this is noth
ing. In the future, the embedded systems will all talk to one another.
At least that is the plan. The big fight will be for the standard that unites all of the
embedded systems. If you thought that the browser wars were something, just wait.
Microsoft wants its software to be embedded in everything, and is making progress in
that direction. (I can imagine the new excuse -1 was late because my car crashed and
had to be rebooted.) Sun's Java was always targeted, not at the Internet (that was an
accident), but at embedded systems. I'll have more to say about Java later.
Ancient History
When I was a young man, 1 found computers fascinating. What I did not find so fasci
nating was the heavily controlled access to them. In 1978, someone left the specifica
tions for the Zilog Z80 processor at my house while he wandered cross-country. 1 had
abandoned computer work for something more physically stimulating (no desks for
me), but 1 had a real awakening as I paged through the Z80 specs. This was a real
processor on a single chip!
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An average compile took

about 15 minutes, giving me
lots of t ime to read science

fiction in between writing and
testing.

After a bit of retooling at the University of Maryland, I quickly landed a job working
for a company that was using the Z80 in an embedded system. The development system
came from Zilog, and an average compile took about 15 minutes, giving me lots of time
to read science fiction in between writing and testing.

The Z80 was an Intel 8080 clone with some additional instructions, for example, for
block copies. This particular embedded system was designed for digitizing graphic data,
for example, turning an aerial photograph into a set of labeled points. Here is how it
w o r k e d .

The digitizer itself was a large table with a glass top. The underside of the glass had pre
cisely aligned wires epoxied to it. The wires were attached to ground at one end, and to
eight-bit shifters connected in series and a large power supply on the other end. A short
pattern of ones gets shifted through the shifters, sending current down the wires, which
generates a magnetic field. As the clock sent to the shifters is carefully regulated, this
results in a magnetic field traveling across the digitizer's top, first for the x coordinate,
then for the y.

To complete the setup, the operator must use a calculator-sized device to position a
cursor over the point to digitize. As the magnetic field sweeps under the cursor, a coil
detects the field, and the precise moment the field reaches a particular magnitude, the
shifting stops and the number of clock ticks is recorded. By interpolation, the 1/4" grid
of wires could measure to within three thousandths of an inch — theoretically. In prac
tice, outside influences, including the magnetic interaction of the cursor itself, affected
the readings.

The Z80's part in this had to do with collecting the number of clock ticks and convert
ing it into xand / coordinates. This could be presented in several formats, as well as
scaled or offset, and streamed out a serial port for data collection. A later effort includ
ed using Zilog Parallel Input/Output (PIO) chip to build a driver for a magnetic-tape
unit (which actually worked).

In a later adventure, I consulted as a tech writer for Morrow Designs, one of the manu
facturers killed by PC clones. I would come in, read the circuit diagrams and the code
used by the embedded processor, and write the documentation. 1 liked this work
because it was easy to do (while still stretching my mind a bit), and I did a much better
job writing docs than 1 did coding large projects.
George Morrow often used microprocessors in disk controllers. He designed a floppy-
disk controller that could read and write six different formats and used a Z80 to do
almost everything. In another design (not by George this time), an early, ten-instruc
tion RISC processor was used in a hard-disk controller with a channel-style control
arch i tec tu re .

With this sort of background, it is easy to see that 1 had a skewed view of what embed
ded systems look like today.

Appliances
A different view of embedded systems comes from network appliances. One of the first
was Auspex, with a multiprocessor system supporting NFS and using either a Sun or an
IBM workstation as a controller. Or Network Appliance itself, with its own operating
system dedicated to file serving.
Then, there are the network devices, such as Ascend routers (BSDi), Juniper routers
(FreeBSD), Cisco NetCache (BSDi), Big Ip from F5 (BSDi), the Linux router project,
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and many more. The lure of rock-solid IP slacks and low cost (especially when com
pared to Microsoft), as well as high performance has made the BSDs and Linux the
operating systems of choice when it comes to building network devices with some
bui l t - i n smar ts .

I have been asking around and hope that future issues of ;login: will contain descrip
tions of some of these systems and how they were built. Also, there is a very active
Linux community working on embedded-systems issues. You can find the Embedded
Linux Consortium through <http://www.lmuxdevices.com/>, as well as another embed
ded Linux portal at <http://www.limix-embedded.com/>. Both BSDi and Red Hat offer
embedded-systems developer kits. The FreeBSD home page <http://www.freebsd.org>
has a link to PicoBSD, a version suitable for embedded systems.
I think that examining UNIX versions used in these implementations is very useful, as
it makes it clearer how you can build a true bastion host - a system stripped down to
its bare essentials. For example, booting most *nices takes the boot loader, the kernel,
/etc/init, and /bin/sh. Everything else is optional, although it's hard to get much done
with just the shell. For a router, you might want to add gated and some management
sof tware .

An interesting addition in the Linux world is the BusyBox, a set of tools maintained by
Erik Andersen {<http://busybox.lineo.com/>) and sponsored by Lineo, a company devel
oping a version of Linux especially for embedded systems. BusyBox consists of a shell
and other tools useful in a constrained environment (or what I used to think of as an
emergency-repair diskette).
Other embedded systems include the much-maligned network computers. These disk
less workstations are making somewhat of a resurgence. Personally, I would prefer to
see nothing but diskless workstations on the desks sitting in office workers' cubicles.
Take away the disk, and you take away most of the maintenance and administration
problems, and do wonders for security. Of course, you move that to a central server,
which, while much easier to administer, creates an attractive single point of failure.
Also, the workers will be really pissed off when you take their games away from them.
Then, there is the really basic embedded system, such as WebTV. I got to set one up the
other day (don't laugh). I had just gotten a massage, and the masseuse mentioned that
she had just bought a WebTV but was worried that she couldn't set it up. Her problem
wasn't the setup, but the array of cables needed to put it together. The masseuse had
already set up her new VCR, connected the cable input, and got the TV working, so I
wondered what was so difficult about the WebTV.

For me, it was nothing, just standard cables, power supplies, the phone cable, and a
printer. Once everything was connected, we turned on the power and the system first
dialed an 800 number, found the nearest point-of-presence, hung up and redialed a
local number, and started stepping through the sign-up instructions. I left at that point,
but called back later to see if she had been able to finish the sign-up and send email.
Boy, was she excited. The system was really working for her, and even the printer
worked (an addition to the system, and it just worked).

The Fu tu re
You probably see the problem. It wasn't the software, which guided my friend through
unerringly. (I was impressed.) It was that mass of unfamiliar cables that had her
stumped. Really, everything was simple, as the audio/video cables were color-coded,
and the printer cable could only fit one way. Trivial, for an engineer.
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I believe Java, and the set of

specifications for embedded
systems, Jini, is very real.

But this business about connecting things together and configuring them so they will
work together is exactly the thing that future embedded-systems designers want to
avoid. The best-known example of this is what are called Smart Spaces. A Smart Space
is a wireless island where available services and devices discover one another, do what
ever self-configuration is necessary, and adjust to changes that occur in the environ
ment, all without the intervention of a system administrator (or masseuse or her
client).

This part really fascinates me. Imagine walking into a conference room, having your
laptop discover the LCD projector, the printer, the local nameserver, and the gateway to
the Internet, all without you doing anything at all. You make your presentation using
the LCD projector, perhaps print a couple of pages, while having access to sites on the
Internet without doing any configuration at all. I know that DHCP takes us part of the
way there (automatic IP address assignment, along with the nameserver and gateway
address), but what about talking to the projector and the printer?

Back in 1994,1 had the opportunity to interview Bill Joy in Aspen. I was playing at
being a print journalist, as the real journalist assigned to the interview hadn't been able
to understand what Joy was trying to tell him. Joy actually can be crystal clear (see his
April Wired article entitled "Why the Future Doesn't Need Us" <http://www.wired.com/
wired/archive/8.04/joy.html>). Joy repeats a chilling view of the future of humanity
when computers become smarter than humans - from the Unabomber's manifesto. Joy
goes on to describe the dangers inherent in gene tailoring as well as nano-technology. A
very thoughtful piece, and, given the current level of sanity in the world, it left me feel
ing rather gloomy about the not-too-distant future.
But back to embedded systems. In true paparazzi style, I had cornered Joy at a think-
tank meeting (the Aspen Institute) and asked him if he would meet with me to com
plete the interview. We did get to meet in an outdoor cafe, where Joy tried to explain to
me (without giving away Sun secrets) his view of the future - Java.

After being bored by my obvious questions about the beginnings of BSD, Joy got very
intense, first when talking about future design of SPARC architectures. It was nice to be
talking to someone who actually was creating designs for five or more years into the
future. But the other thing he started talking about perplexed me at the time. Joy pulled
out his cell phone. "There is no reason why I shouldn't be able to get this cell phone to
work with a printer by just setting it next to it," said Joy. At the time, I thought, big
deal, he's talking about infra-red networking. Of course, I was wrong. Joy was talking
about Java, something it took me years to realize.

Joy's vision of the future had Sun software (and perhaps hardware) sitting in the mid
dle of it. This vision has been somewhat derailed over time, but I believe Java, and the
set of specifications for embedded systems, Jini, is very real. Again, you can read Wired
{<http://www.wired.eom/wired/archive/6.08/jini.html>) or visit Sun's own site
i<http://sun.com/jim/>).
Before getting into Jini, I'd like to back off a bit, and talk about the requirements for
Smart Spaces. Ideally, in a Smart Space world, there are no cables. Everything has its
own networking, and just bringing devices into proximity is sufficient for configuring
the devices. Thus, if the WebTV I installed had been Smart Space-ready, all it would
have taken to get it working would have been to turn it on.

I must pause at this point, because the thought of all this wireless self-configuration
going on gives the security person in me the heebee geebees. Given the software indus-
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try's track record for designing secure software (zip), this whole idea scares me silly. If 1
don't have to connect the keyboard, how do I know which server 1 am typing to (or
how many, because I am truly paranoid)? Cables provide a warm-fuzziness, as I know
that the keyboard is physically connected to that workstation, and that if I have protect
ed the X-server properly, I don't have to worry about my keypresses winding up some
where else.

Perhaps I am being a bit extreme when I write that no secure software has ever been
written. There was hello.c, and lots of work has been done to make sendmail secure,
and to get the bugs out of SSH. The other factor that frightens me is the market's will
ingness to accept and use insecure solutions. Today the firewalls of choice specialize in
performance, not security. E-commerce sites will initially dispense with having any fire
wall at all, because getting up and running is all-important prior to the IPO. And, of
course, firewalls are not all there is to security - they just cover one door into the
organization. Sigh.
Back to Smart Spaces. Devices in a Smart Space are supposed to identify themselves to
the other devices and to be able to find what they need. For example, imagine you are
sitting in the terminal room at a USENIX conference, and you want to print some
thing. If it were a Smart Space, you would just print, trusting your operating system or
application to locate a nearby printer, load the correct device driver and filters for it,
and queue up your print job. And if, the next time you go to print, that printer is no
longer available (perhaps it is out of paper), the Smart Space specs will not let you
down, but will seamlessly find another printer and go through the self-setup again,
w i t h o u t i n t e r v e n t i o n .

Suppose the entire conference center is a Smart Space. Forget about the terminal room,
as wherever you go, you will be connected to a network within the conference center,
which will provide you with a nameserver and gateway to the Internet. As you roam,
your IP address will change, but your connections will persist. You may have read about
these issues in USENIX papers about mobile computing, but they are part of today's
embedded-systems world as well.
There is also the notion of application dependence. This may not be a problem if
everyone uses Microsoft applications and keeps them updated to the most recent ver
sion. Gag. More realistically, suppose the person you are meeting with wants to transfer
his or her new opus, but it is written in Word, and all you have is a PDA. If the Smart
Space is really smart, it will transparently handle converting whatever application-spe
cific format the document is in into something your system can handle.

That seems to be asking a lot from Smart Spaces (perhaps they should be called
"Genius Spaces" instead). Kevin Mills, in his paper, goes further when he talks about
having data that is tied to a particular context, for example, a committee meeting.
Whenever and wherever that committee meets, its minutes and other appropriate
information remain accessible. Now that is really out there. But so were 10-gigabyte
hard drives for under $200.

J in i
Some of these problems have already been successfully attacked through Java Jini, a set
of specifications and interfaces for discovery and sharing of networked services.
O'Reilly & Associates had kindly sent me a copy of Jini in a Nutshell, by Scott Oaks and
Henry Wong. I had asked if the authors wanted to write this part, and got the book
instead. So here goes. We are all most certainly aware that any Java Virtual Machine
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(JVM) should be able to run any compliant Java code. This concept is one of the
founding ideas behind Java - write once and run any\vhere. But it will take more than
that to make Smart Spaces work.

And this is where the Jini specifications come in. The specs define interfaces that must
be supported for Jini-enabled services. The goal behind these interfaces is that services
will be able to interact in a dynamic fashion without human interaction. No setup,
administration, or guidance. These features can be summed up as follows (quoting
page 4 of the book):
■ The Jini environment requires no user intervention when services are brought

online or offline (other than starting the service, e.g., turning on the Jini-enabled
device or starting the Jini software service).
■ The Jini community is self-healing: it can adapt when services (and consumers of

services) come and go.
■ Consumers of Jini services do not need prior knowledge of the services implemen

tation. Instead, the consumer loads the service implementation dynamically, with
no configuration or user-intervention required.

The book goes on to explain how to download the free developer's kit, which requires
version 2 of the Java Developer's Kit (JDK 2). Sun provides a registry service (reggie), a
transaction service (mahalo), temporary storage for objects in JavaSpaces (outrigger), a
lookup service (fiddler), an event mailbox (mercury), and a lease-renewal service
(norm). When I encountered these names, I wondered if the Jini team had holed up in
Hawaii instead of Mountain View or Aspen.

The authors go on to point out that Jini does have support for security, something not
available with Microsoft CE implementations. (Sorry, digital signatures, as found in
DCOM, are not sufficient protection.) Jini security mechanisms are identical to JDK 2
and permit access control to all system resources based on the classpath, codebase,
and/or digital signature. Chapter 12 of the book goes into a little detail about security.
For more details, you must read the book Java Security, written by Scott Oaks and pub
lished by O'Reilly in 1998. Not all of the over 400 pages have to do with access control;
there are also chapters on encryption, message digest, and other topics. What pleased
me is that Jini does have support for fine-grained security.

The authors go on to describe installing, setting up, and starting host-based Jini servic
es. Once you get all of this going, you can begin writing your own Jini services, using
the examples found in the book. I am no longer proficient in Java, but the book
appears to be thorough. If you have had good or bad experiences using this book, send
me some email, and 1 will share it.

A r o m a
A related project mentioned in the proceedings was Airjava, renamed "Aroma" after
Sun complained. Kevin Mills of NIST plans to create a working pico-cellular network-
based test platform in the near future. The goal would be to create a functioning test-
bed that included a processor, the network interface, some memory, and perhaps a PC
card interface for those who wanted to get some practical experience with Jini. See my
interview with Mills and Dima in this issue of ;login:.

Looking again at the proceedings, there are papers about massively distributed systems
(just imagine your car's ignition system processor participating in the search for extra
terrestrial intelligence [SETT] while you are stuck in traffic), learning algorithms (intel
ligent embedded systems with pattern recognition), and virtual user interfaces (a
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method for creating a user interface for anything your PDA finds in the pico-cellular
network neighborhood). I particularly liked this last one (Kangas and Roning
<macconen@ee.ouht.fi> and <jjr@ee.oulu.fi>, as they explicitly mention the "limited
functionality" of VCR and microwave-oven displays. They also point out the limitations
in input as well, and include cell phones in their lists of devices.

There are other systems I have not mentioned here. QNX, a realtime OS, can be used in
embedded systems, and Inferno will be used in telco equipment (unless Lucent goes
out of business, which I really doubt). Microsoft is not going to rest while this goes on.
(It does own WebTV, and I will confess that the user interface passed the masseuse
test.)

I have always wanted to live in an intelligent house and drive an intelligent car, and am
somewhat disappointed at the slow pace of change. Using XIO controllers to turn lights
off and on is not very exciting to me, but having access to information wherever there
is a telephone in my house is. Why should I have to find the PDA or the Rolodex just to
call someone, or to add toilet paper to the shopping list? Why doesn't my car have a
nice GPS in it (because it would be stolen?), as well as a method for self-diagnosis that
doesn't involve coded beeps or display lights flashing?
We are living on the cusp of a new age. I decided to write about this because it excites
me, but also because 1 believe it will affect the USENIX community before it affects the
general public. That is because we manage a lot of the computing and networking
infrastructure in the world today, and embedded systems may well add to our load.
And finally, I want embedded systems to be based on open standards with good
designs. These standards must include support for security and for extensibility, and
not stifle innovation through complexity or license fees. Examining history shows us
that the standards are most commonly based upon whatever is widely used (and you
wonder why 1 avoid using Microsoft products?). The process for creating the standards
for the future of embedded systems is happening now, and it is important that we be at
least aware of it.

Oops, gotta go, my refrigerator just opened a window on my screen telling me that the
ale I put in it has reached 10 degrees C. If you do want to hear more about embedded
systems, let me know.
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teaching operating
systems with source
code UNIX
It's early April and the end of spring break at the University of Colorado. I
have a couple more days before the next lecture to finish grading the pro
gramming project that illustrates a file's on-disk layout. I also must work
through the next project - implementing "undelete" in the kernel before
assigning it to 95 college juniors.
Back in December, the computer science chair asked me to teach the undergraduate
operating-systems course. I asked what resources were available to me and was offered
a set of notes from the previous semester. That course's homework was based on bina
ry-only Windows NT. I inspected the material and found the assignments were just
"userland" programming projects.

I chose to teach the course using a source-code, production operating system. This arti
cle discusses the advantages and disadvantages of my decision. I'll outline a couple
of the programming projects, with the lessons learned, and I'll pass along some of
the students' comments. The course assignments and solutions are posted at
<htTp://boulderlabs.com/os3753>.

I n t r o d u c t i o n
A long time ago, my undergraduate operating-systems class required that we cross-
compile a small, standalone system and upload it to a PDP-11 minicomputer. We could
do some limited debugging at the console if the program didn't crash. The develop
ment environment was poor; it was painful and time-consuming to get things working,
but the experience was an overall confidence builder. I feel there is a huge advantage for
a student to control the operations of a computer directly.

Another approach for teaching operating systems is to provide a controlled runtime
and development environment using a simulator. Several universities teach operating-
system concepts using the Nachos simulator (<http://www.cs.washmgton.edu/homes/
tom/nachos>). The advantage is that the instructor can easily control much of the envi
ronment for assignments, and the students don't waste time with crashes, kernel builds,
and rebooting. These kinds of systems can be very simplistic and lack realism.
As a private pilot, 1 know that aviation simulation goes only so far. You need to spend
some time in the sky, in the air-traffic-control system, in the weather, and with the
attendant dangers, to absorb and appreciate the training fully. A two-hour actual flight
lesson is often fatiguing and draining; but the same amount of time in a simulator is
more like a classroom experience. Similarly, students sense the difference between
working in a safe simulator environment and working on a real kernel. Lessons with
the latter seem more dramatic.

Source-Code Operating-System Course
The theory and concepts of operating systems at an undergraduate level are not diffi
cult or time-consuming. We quickly covered them with the excellent textbook by
Silberschatz and Galvin, Operating System Concepts (Wiley, 1999). The implementation
is the difficult part, and 1 claim that until someone actually digs into the code, they
haven't fully learned the important stuff.

1 wanted my students to gain an appreciation of how "it really works"; therefore, a
source-code operating system was required. Most students have an Intel-compatible
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personal computer, so any of the Linux or BSD distribution would have been fine. I
standardized my class on FreeBSD, thanks to a donation of 100 CD-ROM sets from
Walnut Creek CDROM {<http://www.cdrom.com>).
Some students groaned about loading another operating system onto their machines,
but firmly restating my plan and handing each of them a new four-disk package quick
ly ended the discussion. I wouldn't want to introduce more complexity in the course by
encouraging variations. The university supplied a few old Pentiums for several students
who didn't have equipment. For them, we installed big disks so that a couple of stu
dents could share a machine and still each have their own, unique disk partition.
The first operating-system project was to load the system and configure a custom ker
nel for their hardware. For most, the project was fairly easy, but given all of the varia
tions of cheap PC hardware, a number of problems arose. A high percentage of the
class needed to split their Win9x partition to make room for UNIX. Some older BlOSes
have the constraint that you cannot boot an operating system if it is beyond cylinder
1023 or beyond 8GB. Also, there were the usual difficulties with various graphic chips
and certain Plug'n'Play hardware.
After two weeks, almost all students had completed the first assignment and were run
ning solid systems. My role in assisting in their success was to provide written resources
and some of my time. I offered to help overcome loading problems if the students
would carry their PCs to an on-campus lab. (They didn't have to carry their monitors.)
I enlisted the help of several friends and system administrators to accelerate the process
of handling all of the weird or problematic machines. Bringing up 95 machines was a
lot of work for me and some of the students.

For each programming assignment, I've asked the students to submit a report contain
ing these sections: Introduction, Methodology, Analysis, and Summary. The idea is to
put on paper the essence of the project - their target audience is former operating-sys
tem students. They include enough information that, armed with the assignment speci
fication sheet, some other competent programmer could obtain the same results.
I encourage students to speculate on what is going on in the system and to substantiate
their hypotheses with measurements. If they don't have the time or resources to investi
gate certain phenomena, I ask them to at least suggest additional experiments that
could help describe the system.
Even though I have a teaching assistant and a grader for my course, I also read the stu
dents' reports. I'm delighted when some of them make subtle observations or raise
interesting questions. Sometimes I find logical thinking and reasoning but incorrect
conclusions. For these situations, I point out the problem and try to get them back on
track. Here's where the ratio of students to instructor is crucial - there must be enough
time to understand the difficulties and to handle them.

More than once, I had handfuls of students with the same inappropriate mental model.
Because they have gone to the trouble of explaining the model on paper, it is both easy
and dramatic to cover the misconceptions in a lecture. For example, some students
observed that the filesystem block addresses were increasing by 8 for sequential pieces
of a file. They hypothesized that the file system block layout was "interleaved" to allow
time for disk-controller set-up between 1/0 requests without losing a revolution. I
pointed out that "interleaving" is no longer necessary with today's disk controllers,
which are always reading into their hardware caches. So even if a request for a sector
occurs after it passes under the reading head, the data will be immediately transferred
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to the computer. The address jumps actually represented contiguous blocks - the FFS
allocates blocks in 8KB pieces, addressable in 1KB units.

Because production operating systems have been highly optimized, it is a challenge to
create student projects that are useful, interesting, nontrivial, but not too hard. Much of
the kernel code base is superfluous to the important course concepts and can over
whelm individuals. I'd say that this is the main disadvantage of my approach. However,
I found that by working a solution beforehand, I was able to guide students along a
productive path and save them from numerous traps. As necessary, I provided code
fragments or other hints to focus their efforts. Most students seemed to enjoy the chal
lenge of working in the kernel, even though it turned out to be time-consuming.
Kernel Instrumentation Project
One of the early projects involved inserting instrumentation into the kernel, running a
synthetic load, and analyzing the results. We measured the time to create a new process
(fork) and observed what factors influenced the event. Students learned about the
high-resolution timer available on PCs and gained some knowledge about statistics. In
the kernel, they learned about the cost of copying a process's environment and how to
add instrumentation wherever needed. Here is a typical student summary (given with
permission):

From this exercise I have learned quite a bit about the creation of a new process and
how it is added to the runnable queue. It appears that the creation process takes gen
erally the same amount of time for each process When doing this assignment, I
wondered if the forking process takes longer when more CPU intense programs are
running. If I had more time, I would investigate the question by creating tight algo
rithms that hog the CPU. If I had more time, I would also like to check the time for
each individual subroutine calls of the forkl function to determine what takes the
most time. By doing so I could also determine which ones remain completely con
stant and which ones vary slightly. This would help pinpoint the important parts in
the fork process.

File System Project
The latest project required that the students print the filesystem block address for
selected files. They had to learn a lot in a short amount of time. Their main resources
were include files and man pages. A gratifying part of teaching is reading student con
clusions such as the following:

The FreeBSD file system is a complicated beast when you first look at the source code.
However, as you page though the seemingly endless code, man pages, and header files,
the logical structure emerges. Along the way, 1 encountered several problems that I
still do not understand This assignment was a great learning experience, however,
it was, by far, the most time consuming task I've encountered In this class.
In general, the Berkeley Fast File System seems to be a great performer, lumping large
portions of files together contiguously in order to try to minimize the number of I/O
operations required to read them. Also, only a very small percentage of disk space is
wasted in indexing these block addresses. Random (direct) access to disk blocks and
sectors is very efficient, requiring only 3 I/O operations at most to get to any given
disk block. There is less external file fragmentation since portions of files can reside in
any size hole, and very little internal fragmentation since each filesystem block can be
broken down into fragments which are each individually addressable. This is leaps
and bounds better than pure linked allocation or pure contiguous allocation. UNIX
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provides an efficient file system that can be navigated to explore how and where files
are stored on disk. I followed the steps listed in the assignment closely and found it
hard to understand everything I was seeing, but having to explore and interpret the
file system on my own increased my confidence to explore a complex OS. This was a
pretty cool assignment, I don't think that I've ever read as many man pages and head
er files. It is interesting that with operator privilege you can get in otherwise "permis
sion-protected" files. In summary this was a good exercise to enhance one's under
standing of how the raw disk management of a file takes place. It is so easy [to forget
that] behind the glitz and glamour of Window's and Linux's flashy GUIs and program
managers all of those files are actually just strips of magnetically encoded information
on a series of spinning disks. It would be interesting to conduct tests to see how the
results of our program would differ as a disk's fragmentation level increased, as con
trasted with a freshly defragged disk.

Virtual-Memory Project
For one project, 1 had the students add kernel code to capture information about page
faults. 1 then supplied three "mystery" binary programs, and 1 asked them to figure out
what was going on with respect to the virtual-memory system. Here are a couple of
pieces of their summaries:

I found this assignment to be eye-opening. The virtual memory concepts were always
abstract in my mind, but now that I've seen the graphic representation of its behavior,
it makes much more sense. In fact, now I wonder why 1 had such a complicated men
tal image before.

In doing this lab, 1 learned quite a bit about the virtual memory system and how to
analyze programs. I found this assignment very interesting and helpful to my diagno
sis skills. By looking at the three mystery programs, 1 could see how the operating sys
tem deals with the access of variables and it was much more complicated than 1 imag
ined. From program 1,1 was able to observe sequential accesses coming from possibly
three different arrays or possibly a recursive call. From program 2,1 was able to
observe an array that was quite high in the stack and must have had other values that
were initialized before it. Finally in the third program I was able to observe random
access followed by a backwards sequential access of a different array. If I had more
time, 1 would like to find more about the gaps in my graphs which were probably due
to interrupts and disk accesses. I would also like to find out what each program
accessed near the 16000 and near the 79000 range. From what I can tell it must be
some type of overhead that the operating system has to go through with a process.
In summary 1 can say that this was a very successful experiment. By placing instru
mentation into the kernel we were able to confirm some of what we know about how
the contents of a program are laid out in memory. The text and global data segments
are in the lower part of memory with the heap growing upward from there and the
stack sits in the highest memory and grows downward. It is important to note, how
ever that virtual address space is different [from] the physical address space. The
pages that we were looking at could be anywhere in physical memory and do not have
to be laid out in such a nice order as implied by our graphs. It was most interesting to
try and create a program that attempted to simulate what some of the program had
done. It was this experimentation that gave me the most insight into the differences in
a global variable and a local variable, the heap and the stack, and where the code seg
ment l ies.

I supplied three "mystery"
binary programs, and I asked
[the students] to figure out
what was going on with

respect to the virtual-memory
system.
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Using source code UNIX has
been success fu l fo r bo th

teaching operating-system
concepts and for building
confidence for working in a

large code base . . .
e n r o l l m e n t i n c r e a s e d 1 5 % .

This assignment was the best learning experience yet. I read a lot about VM, and was
reminded of the fact that "main" is just another function with its own stack for its
own "local" variables. I tend to think of main's variables as global, but they do reside
on the stack - as the graph of my own thrasher showed. It would seem that only those
variables declared outside of main appear low in memory, and all others reside on the
stack.

Summary
I feel that my approach of using source code UNIX has been successful for both teach
ing operating-system concepts and for building confidence for working in a large code
base. Before the class started, I had expected enrollment to drop once the students
learned how much work was expected. Instead, word got around that this semester's
course was going to be substantially different from the previous systems-programming
course, and enrollment increased 15%. Any course that requires programming suggests
a lot of work for both the instructor and the students. I've gained a lot from this expe
rience and I suspect the same is true for many of my students. Next time there is the
opportunity, I'll again employ source code UNIX for teaching operating systems.
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effective per
programming
Manual SQL (It Rhymes)
You Too Can Wri te an SQL Cl ient
Lately I've found myself spending an increasing amount of time working
with Perl and SQL databases, and sometimes with more than one type of
server at a time. One minor aggravation in dealing with different kinds of
servers at the same time is that their command-line clients work differently.
For example, MySQL's command-line client, mysql, has the GNU readline library built
into it, which means that you can use the up and down arrows (or Control-N, Control-
P) to access the command-line history, and various emacs-like commands to edit the
current line. Oracle's SQL'PLUS client, on the other hand, has a lot of nifty features,
but no readline library. Ugh.

Well, I guess if my SQL client(s) don't suit me, I should consider writing my own. And
that's exactly what I've done for this article. In years past I probably wouldn't have con
sidered writing my own SQL client, and certainly not as an afternoon "quickie," but as
you'll see below, nowadays with Perl it's just a matter of slapping together some mod
ules.

Starting Up
First, make sure you have the DBI, Term;:ReadLine, and Term::ReadLine::Gnu mod
ules installed, as well as the DBD module(s) for your favorite server(s).
Our shiny new server-independent SQL client will be called perlsqi. Let's start it off like
th is :

#l/usr/local/bin/peri -w
use s t r i c t ;
use DBI ;
u s e Te r m ; : R e a d L i n e ;
use File::MkTemp;

The use DBI directive gives me the DBI module, and use Term::ReadLine gives me an
interface to GNU readline-like functionality. File:;lVlkTemp will also come in handy in a
bi t .

From the UNIX command line, we'll invoke perlsqi something like this:

persql 'DBI:Oracle:host=localhost;sid=main' scott/tiger
The first argument is a DBI DSN string. It will, of course, vary (considerably) depend
ing on what server you're connecting to, how it's set up, and what environment you are
executing in. The second argument is an Oracle-style username/password identifier.
Here's how we process the command line:

my $dsn = shift;
die "usage: perlsqi dsn [user/passwordl" unless $dsn;
my (Suser, $passwd) = splitl/V, (shift || "));

The shift operator works on @ARGV by default if you don't specify an argument. The
username and password default to empty string if none are specified. Now we're ready
to connect to the database:
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First, we check to see if the

line is an SQL command. The

. . . list of SQL commands . . .

is obviously server-dependent,
but simple enough to come

up with.

$dbh = DBI->connect($dsn, Suser, Spasswd,
{ PrintError => 0, RaiseError => 1, AutoCommit => 1 }

) or die 'can't connect;\n$@":

This connects us to the database and sets some connect attributes. We turn the
PrintError attribute off so that error messages aren't automatically printed. Turning
RaiseError on causes DBI to generate an exception when an error is encountered.
Turning AutoCommit on automatically commits every statement executed by DBI.
Next, let's initialize Term::ReadLine;

my $term = new Term::ReadLine 'PerlSQ';
my $OUT = $term->OUT 1| •STDOUT{IO};

We're now ready to write some command-processing code.

The Readline Loop
I'll go ahead and show you the entire command-processing loop, and then explain it a
piece at a time.

while (defined($_ = $term->readline("$line> ")) ) {
my $cmd = $_;
$cmd =- s/^\s+|\s+$//g: # lop off whitespace
n e x t u n l e s s S c m d ; # s k i p b l a n k l i n e s
my Sfirst = (split(/\s+/, $cmd))!0]:
if ($is_sql_cmd{lc Sfirst}) {

do_sql($cmd);
} else {

if (IclScmd) eq 'quit') {
$term->remove_history($term->where_history);
l a s t ;

} e ls i f (Scmd =~ /^ l / ) {
system substr Scmd, 1;

} else (
eval qq(

package perlsql; no strict; \$save = select(STDOUT);
\$res = do {Scmd}; select \$save; \$res

):
print $@ if $@;
print "\n";

}
}
$ l i n e + + :

}

The command-processing line is, overall, a while loop that reads a line at a time from
our ReadLine terminal. If the user types the end-of-file character, Sterm->readline
returns undef and drops us out of the loop. Inside the loop we first strip leading/trail
ing white space from the command line and make sure it's not blank. If it's not, we
process the line in one of several possible ways.
First, we check to see if the line is an SQL command. The hash %is_sqLcmd contains a
list of SQL commands. This is obviously server-dependent, but simple enough to come
up with. I define it like this:

my %is_sql_cmd - map { $_ => 1 } qw(
alter analyze associate audit call comment commit
create delete dissociate drop explain grant insert
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The do_sql subroutine takes a

single SQL command as Its
argument, double-quote
interpolates it, executes it,
and then displays the result.

If the line doesn't fit one of those descriptions, it's treated as a Perl command. If you
supply the eval operator a string, Perl takes the string and executes it as Perl code in the
current context. Note that I'm using the generalized qq form of double quote - it just
looks better to me than ordinary double quotes if I'm quoting several lines.

I don't want the Perl code executed in my current package (otherwise, commands
typed in by the user might inadvertently mess up the running perlsql program!), so I
change to a different package in the eval - perlsql in this case. I turn off strict and make
sure the default filehandle is set to STDOUT, then execute the command line in a do
block. Then I restore the default filehandle and return the result of executing the com
mand. (Note that this code doesn't actually do anything with the result, $res, but that's
a feature that could be added.) If the eval produced an error, the message will be in the
$@ variable, so I check that and print it if necessary.

At the bottom of the loop, I increment the line number counter.

Processing SQL
The do_5ql subroutine takes a single SQL command as its argument, double-quote
interpolates it, executes it, and then displays the result.

sub do_sql {
my $sql = shift;
$sql = eval "package perlsql; no strict; qq\0$sql\0";
print($@), return if $@;
print '=> $sql\n';
my $sth;
eval {

$sth = $dbh->prepare{$sql);
my $rv = $sth->execute;
if ($sql =~ /'^\bselect\b/) {

my (Spree, Snames) = @{$sth}{qw(PRECISION NAME_lc)};
display_result Spree, Snames, $sth->fetchalLarrayref;
print "Nn";

} else {
print defined(Srv) ? (Srv + 0, ' rows affected.\n\n"} : "ok\n\n";

}
};
print $@ if S@;

1

Double-quote interpolating SQL command lines is useful because it lets us use Perl
variables inside our commands - something like:

se lec t coun t ( * ) f r om c l ub whe re s t a te = 'Ss ta te '

To double-quote interpolate Ssql, I eval it in the perlsql package. Note that the argu
ment to eval is a double-quoted string, and that within that 1 have another double-

lock noaudit rename revoke rollback savepoint select
set truncate update

t;

If it is an SQL command, I pass it to my do_sql subroutine, which I'll explain below.
The next possibility is that the user has typed quit. In that case, 1 delete the current line
(containing quit) from the readline history, and exit the loop. Another possibility is a
line beginning with an exclamation mark. Those lines get sent to a shell with Perl's sys
tem operator.
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To enter rather long
commands . . . just bind the
Control-V key to a subroutine
that lets you edit the current
line in your favorite editor.

quoted string. I use a NUL (\0) as the delimiter for the embedded double-quoted
string. After that, I echo the interpolated command to the terminal and then prepare
and execute the command.

I display the results of select statements with the display_result subroutine:

sub display_result {
my (Spree, Sname, Sary) =
my Srow_format = joinC map "%-${_}s', @$prec) . *\n';
printf $row_format, @$name;
print joinC map { ' = ' x $_ } @$prec), "\n";
printf $row_format, @$_ for @$ary;

The arguments to display_result are array references containing the "precision" of the
result columns (how many characters are required to print the contents), the names of
the result columns, and the results themselves. The results are a two-dimensional "array
of arrays." I use the precision to create a suitable printf format (just printing the data as
strings) and then print each row of the result. The whole thing winds up looking like
th is :

112> select distinct postal_code from club where name like "Augustayo'
= > select distinct postaLcode from club where name like 'Augusta®/©'
posta l .code

3 0 9 0 4
0 4 3 5 1
6 7 0 1 0
4 6 7 0 1

For non-select statements, 1 print the number of rows affected by the command (if
available).

More Powerfut Command-line Editing
One of the annoying things about using SQL command-line clients is that you often
need to enter rather long commands. Perhaps you'd like to be able to edit them using a
separate editor? No problem! We'll just bind the Control-V key to a subroutine that lets
you edit the current line in your favorite editor:

$ t e r m - > a d d _ d e f u n ( ' v i s u a r , s u b {
my $fn = mktemp("perlsql$$.XXXXXXXX", Vtmp*);
$fn = 7tmp/$fn';
open F, ■>$fn' or die "can't open $fn; $1";
print F $term->copy_text;
c lose F;
system -h($ENV{EDITOR} || 'vi'), Sfn;
if (-r Sfn) {

local $/ :

open F, Sfn;
my Stext = <F>;
c lose F ;
S tex t =~ s / [ \ r \ n i +S / / ; # no t r a i l i ng new l i ne
Sterm->begin_undo_group;
S t e r m - > d e l e t e _ t e x t ;
Sterm->Attribs->{point} = 0;
S t e r m - > i n s e r t _ t e x t ( S t e x t ) ;
Sterm->Attribs->{point) = length Sterm->Attribs->{line_buffer};
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$term->end_undo_group;
un l ink $ fn ;

}
$term->forced_update_display:

} ) ;
$term->bind_key(ord('\cv"), 'visual');

The Term::ReadLine;:Gnu method add_defun registers a subroutine with the readline
library. In this case, I've defined it as an anonymous subroutine (with the sub {} opera
tor). I use the mktemp subroutine from Fije;;MkTemp to create a temporary filename,
then create a temporary file with that name, write the contents of the current com
mand line into it (from copy_text), and fire up an editor on that file with system. If the
editor leaves a readable file, I read the contents back in as a single blob of text (clearing
the $/ special variable makes Perl ignore line endings when reading from the file) and
use that to set the current command. I found that it was necessary to manipulate the
insertion point with Attribs->{point} manually to avoid some weird problems. A call to
forced_update_display after everything's done forces the readline library to update the
display.
The bind.key method binds the subroutine that I've registered with the name visual to
the Control-V key.

Cleaning Up
An END block handles disconnect from the database and cleanup of any temporary
files that might have been left behind:

END {

pr in t " \n " ;
$ d b h - > d i s c o n n e c t i f $ d b h ;
unl ink </tmp/perlsql$$.*>;

}

Features Gone Begging
I've written a slightly longer version of this program that has a few more frills. It saves
the history to a file and restores it on startup, and also reads in a -/.perlsqirc file written
in Perl on startup. You can see it in its entirety at <http://www.perlfaq.com/examples>.
This short program (the version on my Web site above is only 140 lines long as of this
writing) is, I think, an excellent demonstration of how you can quickly create surpris
ingly powerful and useful things in Perl. It took me only a few hours to write perlsqi.
Yet, even after that small amount of work, it's a useful database-independent SQL
client, and one that knows Perl in addition to everything else!
The idea behind perlsqi isn't a new one - there have been previous attempts at writing
DBI/ReadLine clients. The notion hit me all on my own but it was of course not origi
nal. The first such well-known DBI-based client was Andreas Koenig's pmsqi. A later
program was dbimon. dbimon is apparently out of date, but I have also seen a few other
more recent Perl-based SQL clients.
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W H A T I S A F I R E W A L L A N Y W A Y ?
A firewall is a computer that connects to two
networks (usually the Internet and a local-area
network) and doesn't allow any traffic from one
to the other. Xow, that can just as easily be
achieved by not connecting the two networks
together, and although the practical upshot of a
firewall is that nobody on the Internet can con
nect to your shared printers and disk drives on
the local network, it isn't really useful until you
start adding things to it. Those things can be of
two categories: allowing network packets of a
certain kind to travel through, or acting on
behalf of computers on one network to get
some service from a computer on the other net
work. The firewall in this article is configured
not to let any traffic through, and not to do any
thing on behalf of computers on the Internet
side, and to act on behalf of the computers on
the local network for any network service they
want, through a mechanism known as NAT.
Another way to do the same would be by using
proxy applications. A proxy application knows
one protocol only, such as Web reque.sts, so you
would need to add one for ever)- service you
want to provide. What the firewall does not prt>-
tect against is malicious content. So if you pick
up an email with a virus attachment, the firewall
is not going to stop you. If that virus attachment
is a tool that can be used to participate in the
next DoS attack, the firewall is not going to stop
that attack. However, nobody on the Internet
who tries to trigger the attack can send a signal
directly to the tool, because that would be
stopped.

The Problem, Or, Times Are A-Changing
Firewalls have traditionally been pretty scary things - devices that sat in pro
tected areas in the computer room, maintained through High Wizardry, pro
tecting the Company Network from All Evils. However, as we have seen with
the DDoS attacks earlier this year, computer security is not something that
should be limited to large companies with big, fat pipes coming off the Net.
Neither is computer security something that is being done solely to protect
the company network from what's happening outside. Not a great many
people are aware that nowadays the Internet as a whole can be in trouble
when a single system, yours, is compromised. With tools like Tribal Floodnet,
TFN2K, and Stacheldraht, your system is not the one that Is hurt the most
when it is compromised. Your system could be used to participate in the
next round of DDoS attacks that hits the news, or it could be used to send
out spam.

A big change is happening right now: it's no longer just companies or universities that
have fast enough permanent connections to be of interest to the average script kiddie
out there. With cable modems and ADSL lines being installed in huge numbers, there's
lots of bandwidth connected to unprotected systems. People at home never had to
think about this kind of thing before. They are not aware that they are the next big tar
get for script kiddies. The number of systems that can be compromised easily is explod
ing. And can the home user really be blamed? I don't think so. What's special about an
average family with kids in high school owning more than one computer in the home,
and connecting them together in a small network to share a hard disk or a printer?
Nothing really, but unless they take specific action to prevent it, those drive shares will
be accessed from across the planet. Any sysadmin who has installed snort̂  on his fire
wall can testily that Windows shares are the most often scanned for "vulnerability."

Security at Home
Companies should not assume that as long as their computer network has a good fire
wall and security policy, employees' home computers are a nonissue. In the good old
days when people dialed in through a phone line, odds were those same phone lines
were used to connect to their Internet Service Provider. Since people only had one
phone line and one modem, they were either connected to the Internet or to the com
pany network, but never to both at the same time. That, too, is no longer true. Legit
employee access can be exploited, and your company firewall is not likely to notice that.
Deploying some VPN technology may be the answer in this particular case, but make
sure to have the right questions when you implement it. Securing just the connection
between the home computer and your company netxvork is not enough. Any computer
that is connected to two networks at the same time is a potential relayer for attacks, and
you need to make sure that the solution you choose addresses all possible threats.
There is a huge gap in security level between companies and families at home. Firewalls
are traditionally expensive. Buying the firewall software and hardware and the machine
to run it on, and training the system administrator in writing and maintaining the fire
wall policies (and in keeping the company policies on security in general up to date),
takes money. Company firewalls usually allow people on the Internet to access Web and
mail services provided by the company. It often also allows employees to access
resources on the Web. Companies have to take the actions required to ensure that
enough protection is in place to provide just those services, and those services only.
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Home users have fewer requirements. Typically, they do not run a Web or mail server;
they just want their home computer inaccessible from the Net, without being limited in
their browsing.

However, even those lessened requirements come with a gotcha: the thousands of dol
lars a company normally invests in security arc not available to the home u,ser, so it is
impossible to apply the same amount of effort that the company does. Acquiring the
know-how is out as well - people have enough problems figuring out what the browser
buttons do, or how to change the skin on the new version they just downloaded, and
can t be bothered to learn about SYN floods as well. Therefore, there has to be an
answer that does not cost a lot in terms of money or effort but meets the security
requirements that are specific to those home users.

S h a r e w a r e A n s w e r s
Lots of shareware authors jumped into this hole by writing little background applica
tions running on Windows systems, trying valiantly to stop network services from
being abused. Windows, however, is a moving target when it comes to protection on
the computer itself, and besides, not everybody uses Windows. Mac and Linux owners
face the same problems - they have to protect their systems from abuse, and the knowl
edge to secure those systems is not generally available. The rise of the ever more popu
lar Linux is especially a problem. Sure, out of the box it is generally more secure than
Windows, but since Linux is traditionally more a server system than a client, chances
are people will, sometimes inadvertently, turn on those services. Telling people, "Well,
don't do that then" is not an option - sharing Windows drives is far too useful to tell
people not to do it, and Linux users typically want to play around with their systems.
So, some time ago I set myself to developing a better answer.

W H A T T O A I M F O R ?

I set myself a few limits. First, it had to run standalone. As any firewall administrator
can tell you, "One function, one box" is an important design concept. It keeps things
simple, and therefore easier to handle. Cost is another limit. If possible, whatever I
came up with had to run on hardware already available, or, better yet, on surplus hard
ware. Since most cable-modem and ADSL owners are pretty computer-literate, proba
bly having graduated from using dial-up connections, it is fairly safe to assume they
have either an old computer lying around gathering dust or enough computer savvy to
buy such a "boat anchor" cheaply. 1 decided my firewall had to be able to run on any
discarded 80486 PC with less than 100MB of disk space, and 8MB of memory. Buying a
second Ethernet card is just about the only cost 1 was willing to incur. From the feed
back 1 got, these design decisions turned out to be well balanced. I've been told success
stories by users who invested a few dollars in a secondhand computer; some bought
only a second Ethernet card and a dust rag to clean out an old system.
1 aimed at a "fire and forget" system. Of course, any company large enough to have a
good security policy and dedicated staff will have to do maintenance all the time, but
the home user probably wants to stick a box in the basement next to the cable entering
the premise, and perhaps clean an air filter every two years, but that's it. Forget about it.
Seemingly, this goes against the fact that security is an ever-continuing effort, but don't
forget that this is a simple home-network solution. The ironic fact is, there are so many
cable-modem and ADSL owners who don't secure their digital premises that even
minor security measures are likely to send the cracker searching for easier targets. Not
that I was going to settle for minor security improvements, but it's useful to keep in
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The whole point of this

particular setup is: Home
users will never perform

daily or even monthly
maintenance, if any at all.

mind the kind of adversary that you're dealing with. Obviously, Amazon has different
security requirements (and a budget to match) compared to Joe Six-Pack.
"Fire and forget" also has its effects on daily maintenance. For example, nobody is ever
going to look at log files or console warnings. Sure, that's against every firewall policy 1
ever saw, but the whole point of this particular setup is: Home users will never perform
daily or even monthly maintenance, if any at all. There is no sense in denying: yes, this
is a firewall, but not as we know it.

Keeping the costs low means using existing open source wherever possible, and running
on leftover PCs limits it to Linux or one of the BSD variants, since those operating sys
tems still perform very well on those older machines. I picked NetBSD because that was
the one I was most familiar with. It has to use NAT- so it can use one of the reserved
address rangeŝ  for the inside network. That way, people can configure their machines
in any way they want, without having to worry about interfering with the Internet.
Although NAT is not meant to be a firewall, using it with reserved addresses makes the
internal machines effectively unreachable from the outside, and that's a very nice
bonus. Talking bonuses, it also means that no matter how many computers there are
behind the firewall, the ISP will see only one: the firewall. Since some service providers
like to charge extra if more than one computer is hooked up to the connection, this
could save people some money. It could be against ISP policy, but most providers only
charge the extra money if you take up extra IP addresses.

Turning off all other network services on the firewall box and building a kernel that has
unwanted or unneeded services turned off (such as source routing, debuggers, and
optional filesystems like NFS) gives you a system that is already more secure than some
commercially available firewalls. Curiously enough, the next step would be to write
extensive packet-filter rules - something almost every firewall vendor will either do or
require - but I decided against it in this case. It would be too much of an effort while
adding relatively little extra security. Let's face it: most packet-filter rules are there to
prevent address spoofing and to limit the availability of servers under specific circum
stances. Since the typical cable-modem or ADSL owner is not likely to run servers
(some ISP policies explicitly forbid it), one major reason for filtering goes out the win
dow. Source routing could be another good reason for filtering, but I turned that off in
the kernel. Some more exotic network features such as ICMP redirects and IP option
flags remain, but they are usually of no relevance to this particular setup anyway. Again,
remember that we're talking home networks here. By the time you get down to analyz
ing the risks of the things the filter rules protect you from, you're at a level far beyond
what is required for this situation. There are simply no services offered by the firewall,
viewed from the outside. There's no service listening to the network, and where there
are no services, exploiting them is not really feasible. I've had some requests from peo
ple who do want to run services, most of them with small Web sites, and also some
with networked multi-user games. \Vhen 1 find the time I will write some Web pages
explaining how to add support for this to the firewall system.

I N S T A L L A T I O N

Since we are talking "Fire and Forget" systems, the only remaining technical hurdle is
the installation process. The NetBSD installer is already very ft-iendly, but some
assumptions about the installation can be made beforehand to simplify the installation
process further. For example, the firewall box is going to run just one operating system,
with a known set of software, so any disk partition and multiboot questions can be
skipped, with appropriate defaults filled in. Adding support for DHCP is a must, since a

4 8 Vol. 25, No, 4 ;1ogin:



lot of service providers do not give their client fixed IP addresses. When you get down
to it, you can almost reduce the questions you have to ask the user to, "What Ethernet
card did you connect to the cable modem?" and "I am about to wipe your disk, is that
OK?" How's that for simplicity?

Future Developments
Did I mention that any nonserving network can be reasonably protected by this
scheme? SOHOs can use this as a way to protect their office networks as well - good
security for a very low price and low overhead. In fact, from a technical point of view,
even large businesses might find the system useful as a starting point. When you buy a
new low-end Pentium system, you'll have at least 400MHz these days, with 64MB
memory and a few GB of disk space - with a system like that, and the firewall installed,
it is possible to support hundreds of users and a fat pipe to the Net. And all that with
out breaking a sweat. At that point, the focus shifts back to installing and maintaining
services like mail and Web. I give some email support, but if a company wants to be
able to fall back on the firewall provider 24 hours a day, I happily point them toward
commercial firewall vendors. For me, this is just a volunteer effort, as so many open
source projects are.

I admit that it has been very tempting to add services to the system. After all, Squid,
Apache, and a mail daemon are easily added to the system, and before you know it,
you've got a Small Business Server. However, I feel it wouldn't be a firewall any more,
and 1 would not want to promote it as such. I might build a system like that at some
point, since it's not difficult, but I would set it up as a different product, and serve it off
a different domain. Way back in the good old days, a 4GB disk was something reserved
for file servers. Today, a disk with many times that amount almost comes free with your
breakfast cereal, so adding Samba and Netatalk to the Small Business Server is also a
possibility. But I digress.

C o n c l u s i o n
There's one important caveat to this story: I'm preaching to the choir here. Any one
reading this magazine knows it's a jungle out there, and it's the average Web surfer at
home who needs this information most. Getting the word out is not easy. Even the
attacks on Amazon, CNN, and others in the beginning of 2000 go only so far in making
people aware. Most people get a false sense of security, thinking it's something that
affects Amazon, CNN, and a few other dotcoms, but not them. They don't know that it
was the thousands of insecure computers (just like they have at home) that were used
to launch the attack. I have yet to see statistics on what computers were used and what
organizations own those computers. And it doesn't really matter anyway, because since
those attacks took place the tools involved have migrated from the UNIX platforms
they were exclusively running on to Windows computers (and, in one case, Macs).
There are lots and lots more of those around. For a good time, take a look at <http://
www.dnbbele.com>, and remember to let me know what you think of it.

R E F E R E N C E S
1. <htlp://www.clorkjiel/~rofsch/
$eciirity.hliiil>. Snort is a tibpcap-bascd packet
sniffer/logger that can be used as a lightweight
network intrusion-deteclioii system.

2. <liiip://www.fiUj.<.org/rfcs/rfcI6M.hlni>.
Network Address Translator.

3. <hltp://wM-\v.fa(}s.org/rfcs/rfcI9l8.litml>.
Address Al locat ion for Private Internets.
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Part 2: Anolyticol System Administration
In my previous article i;login:. June 2000) I argued in favor of a more scien
tific approach to system administration. The key point was that we should
be careful in making assertions without having something concrete to back
them up. Also, I wanted to encourage more research of a scientific nature
for LISA. In this follow-up article I want to look at some more concrete
examples of how system administrators can get involved in research, both
for the good of the community and as a discipline for making judgments on
the job.

Research begins with a question: I wonder if... ? Or: Is it true that... ? Without such
a question, you don't know what you are looking for. The danger of beginning with a
question is that you then just set out to prove what you think is true, or disprove what
someone else has said. The point of research is to get objective results, or report on
ideas that stimulate progress in the field. We also need to take steps to check ourselves.

Everyone would like to think that they have an open mind, but that is not the way sci
ence works. I recall my time as a physics student at university in England. I recall writ
ing that scientists are not really objective, but are human beings driven by opinions and
ideas. My essay got a lousy grade from one of the lecturers: he proclaimed that scien
tists must be among the most objective people around. He was making a fatal mistake.
Self-made experts are almost always the least objective people around. They have
worked hard to build up their knowledge, they have opinions, and they are pretty sure
they know right from wrong without having to check. This kind of knowledge is based
on experience, but take care not to be seduced by the dark side of the force! When you
believe you know the answer, you might never find out that you are wrong. Science is
not about being an expert, it is about being stupid, i.e. never assuming, always feigning
ignorance, always being critical. Clearly it is easier to criticize or debunk than it is to
make a constructive contribution, and many scientists have been seduced by that dark
side (standing in the way of progress and confusing the issue with opinions rather than
facts), but this is the challenge for a scientific community. The essence is to have a dis
cipline that will lead to the right conclusion whether your mind is initially open or not.

Asking the Question
What kind of questions would a system administrator ask? Here are some examples:

Which is better, static mounting or auto-mounting?
In firewalls, how much does a proxy delay service availability?
Given identical hardware, which Web server and OS can be most efficient: Apache/
Microsoft IIS, GNU/Linux, NT, FreeBSD?
Why is my system running more slowly than it used to?
Wliy does program X dump core every time it starts on one host, but not on another?

As you read these questions, you are probably already forming your own opinion about
what the correct answer is. But what evidence do you have for your opinion? Long
experience? A gut feeling? Hearsay? Let us look at the first of these. Which is better.
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static mounting or auto-mounting? On reflection, we realize that this question has too
many unknowns. So we try again:
Given a particular operating system, which is better?
But restricting to a single OS is not very interesting, since the results from one OS
might actually be different from the results from another. A comparison of two would
be the minimum we would accept as indicative.
When is static mounting more efficient than auto-mounting, or vice versa?
We now realize that we are in far more trouble than we realized. The question is poten
tially very complex. It will be necessary to consider a variety of cause-effect correlations
in order to get a reasonable answer to my initially vague question. Then as we continue,
we think of more things: What effect does environment have on whether the auto-
mounter is better than static mounting? Which auto-mounter? Which static NFS
implementation, TCP or UDP? Most important of all: What are we going to measure to
find out the answer?

The Research Loop
Answering questions is a difficult business. It is a process:

# ! / u s r / b i n / fi n d o u t
#

#

ignorant=true;

while (ignorant || alive)
{

Assess Motivation and Subject:
DoMeasurements/Exper imentat ion
Interpret results
Criticize interpretation
if (results interesting)
{

C o m m u n i c a t e r e s u l t s
}

1

Notice how the loop doesn't end. Why not? Things change. An answer one day is not
the right answer on a different day. Come to think of it: What constitutes an answer at
all?

Take NFS: Does the question about static or auto-mounting have an answer? Does it
have many answers, depending on time, place, environment, and so on? Can we ever
say that the we have found the "right answer"? In the NFS example, there might not be
a correct answer to the problem. Unless one can prove that one is intrinsically more
efficient than another, and intrinsically more elegant, then most people would not care
to ask such a broad question. The question should be restricted to the type: Under what
circumstances is X more efficient than Y? This can be answered by measuring numbers.

Questions that ask us to make value judgments are very difficult to answer. Questions
of this type can be discussed (this might be useful), but there is no right or wrong
answer. The result of such a discussion can be used to motivate other studies, provide
background knowledge for another study, or even demonstrate that a simple claim is in
fact not true in general. Flowever, nothing is proven to be true in general.

The most valuable kind of knowledge is the deeper understanding of why and how
things happen. Understanding is usually about figuring out mechanisms that relate
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cause to effect. Papers that increase understanding or awareness of actual phenomena
are useful. Some questions are easy to answer, because the distance between cause and
effect is small, e.g.. Why does the file disappear when I type rm? Here the link is an
atomic operation: delete. Other questions are harder to answer, e.g.. Why does the sys
tem run slowly at certain times? Now there might be several causes to the observed
effect. Elucidating the causal connection could be difficult. There are several approach
es for doing this:

■ Inspired guessing (followed by verification)
■ Recognizing the signatures of known effects
■ Gradual elimination of possibilities
■ Statistical analyses (to test ideas or separate overlapping signals)

What Is Already Known?
There is no need to reinvent the wheel. It is both a waste of time and annoying to the
original inventor. It is good practice to look at what has been done before, in order to
avoid wasting time. It is also important to refer to what has been done before. The pur
pose of giving references is to place work in a context, to allow others to make the con
nections for themselves (for pedagogical reasons, and to verify your conclusions), and
to avoid repeating what is already known. Tracking down references can be hard, and
most work gets repeated in different contexts due to ignorance.

Naturally the inventor of a triangular wheel would like to be recognized for his/her
work, but it might just confuse the issue. The competition in research can be so intense
that it becomes absurd. Researchers in some environments are notorious for actively
writing to authors of other papers telling them that they should be referred to. You
must make a judgment about the importance of earlier work. On the one hand, you are
not obliged to be the historian, summarizing the entire history of a subject on every
occasion, but, on the other hand, you do need to tell the readers where you have come
from and where you are going. Also, if others suggested the study you are making, it is
important to refer to them: they thought of it first, and there was probably a reason
why, relating to their own research.
For the NFS question, a quick search through LISA proceedings revealed three papers
on NFS measurements and one on the auto-mounter. However, none of these dealt
with comparing the efficiency of auto-mounter filesystems with static-mounted filesys-
tems. This indicates that a study of this kind might be worthwhile. To confirm this
hypothesis, I would then need to go and search through other journals, such as the
ACM library or IEEE journals.

M e a s u r e m e n t s a n d S c a l e s
Getting numbers is the most convincing way of making a point. A numerical value is
less open to woolly interpretation than a descriptive result. To find numerics, you first
have to find out what numbers can be measured and which of them, if any, are relevant
to what you are trying to discover.

There are many sources of numbers. Typical monitoring commands for UNIX-like
hosts, for instance, include:

p s

t o p
n e t s t a t

iostat (Solaris)
x l o a d

perimeter (Solaris)

The competition in research
can be so intense that i t
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These take snapshots of kernel values. The values need to be collected over time under
similar conditions. If measurements cannot be made under similar conditions, the
result will contain overlapping signals: one is the signal you are trying to measure; the
other signals are background noise. So one thing to be cautious of in a multitasking
system is that the existence of multiple processes implies multiple overlapping signals.
If you are studying a single process, how are you going to separate the effect of the one
process you are looking at from all of the others?
Several techniques are available. An understanding of scale can help here. One of the
most important things to understand about dynamic systems, whose measurements
change over time, is that very different things are going on at different scales. For exam
ple, put your hand in front of you and hold it still. At the scale of 1 cm your hand
appears solid and still. If you swap your eye for a bionic appendage and zoom in (don't
try this at home, kids) down to the sub-millimeter level, you see that there are all kinds
of cellular things bubbling around and moving. Zooming in even further to the
nanometer level, you see atoms flying around like crazy; further still, electrons going
around in circles. Which picture is correct? Clearly there is information contained at
every level, but the information concerns different aspects of the whole. The same phe
nomenon applies to any complex system. Computers are such a complex system.
For example, suppose we choose to measure disk usage. On a particular machine with
no users but with some network services running, many temporary files are being cre
ated and destroyed, but on average nothing much happens. On average, the number of
files does not change, since as many files are destroyed as are created. On the other
hand, the number of bytes grows steadily. The astute experimenter determines that this
is due to quietly growing log files, not to a leak in the network services.
If scale is important, how long do we have to measure something until we can be sure
that we have seen what is really going on at all levels? How frequently do we have to
measure in order to resolve an effect? Nyquist's sampling law says that, if we want to see
effects on a time scale of r seconds, we need to sample at least every f/2 seconds. That is
why CD recordings sample at 44 kHz, when humans can only hear up to about 20 kHz
at best. Similarly, if we want to see an effect at scale t seconds, we need to sample for at
least 4f seconds in order to be sure of seeing a whole cycle. These values are very rough;
in general, you can never have enough data. You should sample much more than you
think you need, just to be sure.

What overlapping signals might we see? Many computer measurements have a daily
rhythm that is caused by the pattern of work of its users. It peaks around midday and is
lowest during the night. This is a periodic signal that is mixed in with the general chat
ter of system behavior. Here cause and effect are easy to identify by plotting a graph of
the data. It might be possible to see when users have their lunch break, just by measur
ing process behavior.
Be aware that the act of measurement can affect the measurement you are making. In
order to make a measurement, you have to start a program that measures the system,
but this uses resources too. Are those resources significant? For instance, if you run
UNIX top to look at which process consumes most resources, and consistently see that
top itself is the program that features highest in the readout, then you know that you
are disturbing the system too much. This is a problem with any finite system. It is like
the famous "uncertainty principle" in physics, sometimes called "Schrodinger's cat." The
act of measurement might be the very thing that disturbs the system. To subtract the
effects of measurement, we need to be able to control or predict their effect on the sys
t e m .

Be aware that the act of

measu remen t can a f f ec t t he

measurement you are

making.
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System administrators have
many research skills already.
Turning these skills into a
research project takes only a
little discipline.

Any meaningful result must be repeatable. If the result is not reproducible, it is of no
value to science. Sometimes it is necessary to transform or manipulate data in order to
find the features that are reproducible. It is not always the numbers that are repro
ducible, but their distribution or pattern of change. Finding the right variable or repre
sentation of data is a challenge for a researcher. This is part of what makes science fun.
Even in something as simple as a desktop PC, there are things going on that are not
easily appreciated without a little analysis. Finding out something that you hadn't real
ized, or something that confirms your suspicions, is a fantastically satisfying experience.

Resorting to Statistics
Statistics is about making the best of a bad lot. You don't have any clear idea what
makes something happen, so you look to see what the laws of numbers can tell you.
Statistics are used, broadly speaking, to separate signal from noise. More advanced
notions of statistics have to do with determining relationships between cause and
effect, subject to (i.e., filtered according to) certain conditions.

Statistical averaging is a little bit like half-closing your eyes to look at the data. When
you deliberately blur an image, you see the main features more clearly, since distracting
minor variations are blurred out. The technical term for this is coarse graining. The
aim of averaging is to separate signal from noise. It is like the example of a hand, dis
cussed above. If you always looked at your hand at the level of atoms, you would find it
very confusing. However, if you change glasses and blur out the effects of individual
atoms, averaging over individual cells so that your hand looks like a solid continuum,
then it starts to make more sense as a hand. It becomes possible to understand its func
t i o n .

In the example of temporary files above, we can safely say that the average number of
files is a constant over long periods of time. Over short periods there are changes in the
number of files. The average amount of disk space used rises gradually, however, due to
the log files. Here we see how the process of averaging separates out behavior at differ
ent scales. The "error" or standard deviation is a measure of the average size of a short-
time signal (often called a fluctuation).
Correlations can also be used to link cause and effect. There are auto-correlations, or
correlations in a single measured value at particular times. This is a measure of how
similar a value is at different periods of time. The correlation length (or time) is a
measure of the distance over which the system seems to look uniform. Sudden changes
in correlation length are referred to as phase transitions, after the same phenomenon in
physics. They signal dramatic changes (called catastrophic changes) that imply a signifi
cant change in behavior. Cross-correlations measure how similar two separate sets of
measurements are, i.e., whether it is likely that one measurement is affecting the other,
or whether both signals have a common explanation. These are some of the tools that
statistics has to offer for analyzing data.

Tr ia l and Er ror
An important part of research is the ability to try and fail. One has to be willing to fail
maybe 90% of the time in order to produce 10% of stuff worth telling someone about.
The art of research is in channelling that 90% of failure back into the 10% of success,
i.e., not just giving up on something interesting, but persevering until real progress is
m a d e .

System administrators have many research skills already. It is a part of the job to fiddle
with stuff until the answer pops out. Turning these skills into a research project takes
only a little discipline. The discipline is not wasted, even if does not always amount to a
published paper.
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don't hove the
r e s o u r c e s
Have you ever come up with a really good idea, one of those ideas that you
just know will be great for the company, revolutionize your industry, or even
make everyone's work easier? You could just feel that this was the right
thing to do, and you could already see the results of having it Implemented.
You could even hear others already telling you that it's a great idea.
The only problem, just a minor problem in your eyes, was that you would need other
people in the group to help you bring about the great things this idea promised.
So you rushed into your manager's office and poured out your idea, only to hear, "I'm
sorry, we don't have the resources to do this."
What does this literally mean? If this idea were the most important thing for the group
to do, would it get done? Certainly! It's clear that the immediate response translates to
" N o . "

"No" is a very ambiguous word. It could well mean:
1. "I think this idea is really stupid, but I don't want to argue with you about it."
Or it might mean:

2. "1 don't know how I'm going to get done what 1 already said 1 would do. Don't both
er me with anything else."

Or it could mean:

3. "The other things my group is working on are all more important than working on
your idea."

Or i t could mean:

4. "I'm so stressed out 1 haven't really heard or understood your idea."
It's important to understand what the "no" means in order to decide how, or whether,
to move it to a yes. How can you move beyond the no?

Several columns ago, we discussed chunking. Chunking refers to the size of the ideas
being discussed - you can chunk up to bigger and bigger concepts by asking questions
like "What is the intention of that?" or you can chunk down to smaller and smaller
concepts by asking questions like "V\Tiat, specifically?" We also pointed out that as you
chunk up you tend to get agreement. (Listen to politicians on talk shows - they try to
please everyone by using highly chunked phrases like "good government" and "compas
sionate conservatism," while their questioners keep asking "What, specifically?")
So when you get the "not enough resources" response, you might try chunking up.
"Well, my idea is intended to support [lofty corporate goal] by [a few cogent details]."
Hopefully, even if your manager thinks your idea is dumb, she/he will be nodding,
since everyone supports [lofty corporate goal]. If your manager looks puzzled, expand
on the response you get and give details until your idea is understood, including how it
supports these corporate goals. Now, since you both support the same goals, it's natural
to explore how the new idea could be supported and implemented. When you have
agreement (and have eliminated the "dumb idea" response, above) you can now chunk
down, preserving this agreement.

For example, you could ask, "What would happen if you supported my idea?" You
could encourage your manager to get more detailed, and discuss who is working on
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The work required to come to

agreement on priorities is
rarely wasted.

what in the group, and what would have to be dropped or delayed to support the idea.
In this discussion, you might discover that all the people in the group are indeed work
ing on things that are more important than your idea, and go off, with renewed respect
for your manager's judgment, to look for another way of implementing the idea. Or
you might discover that you could assist one of the group members in return for his or
her help with your idea.

Even if the disagreement remains, by using this method you can usually reduce the
impasse down to a priority call - is some current project more important than carrying
out the new idea? You may need to seek help from outside the group in making this
priority call.
The work required to come to agreement on priorities is rarely wasted. Some of the
most frustrating business situations arise when two groups have different, unspoken
rankings of company priorities, and proceed to frustrate each other while at the same
time being convinced that they are safeguarding the best interests of the company. By
smoking out and resolving these priority calls, many future problems can be avoided.
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resume writing
A Hiring Manager's Perspective
What is the mystery that lurks on the receiving end of resumes? Why is it
that so many resumes we send seem to fall into some sort of black hole?
Many of us are very qualified and do actually work very well with others -
so why Is it that no one seems to be banging down our door?
The answer? Your resume is terrible. I suppose you're thinking, "Oh, he means that
most people have terrible resumes." Nope. You. You, reading this article right now -
your resume is probably trash. I know mine is, and right after I'm done writing this
article, I'm going to go fix that. Statistically speaking, very few people are likely to have
"good resumes."
That's a pretty harsh, not to mention bold, statement. I don't make statements like that
lightly, so I suppose I should explain.
As the title of this piece implies, I am a hiring manager. The group that I manage has
literally the toughest job requirements that I have ever come across, and I have ten or
more open requisitions that I need to fill. In the past six months I have reviewed hun
dreds and hundreds of resumes, and have spent a lot of time and effort refining my
understanding of what a good candidate is and how to identify one from his or her
r e s u m e .

I have done this by taking very careful notes on the resumes that I have reviewed,
phone-screening candidates I felt might be appropriate, taking careful notes during the
call, and then comparing my results to my original interpretation of the resume. In the
beginning, I phone-screened almost every candidate whose resume came across my
desk - a painful elimination process that took untold hours. Now, I phone-screen a
precious few, and they are usually very close to my expectations.
In the interest of reducing the resume flow from 50 or 60 a day down to a slightly more
manageable 10 or 15,1 took this information and wrote it up so that I could provide it
to my recruiters. Most of the ones who have taken the time to actually read and under
stand it have been hitting extremely close to the mark every time. The others I am sys
tematically weeding out.
So now I am down to a point where I spend only about 30% of my time working on
the hiring issues for my team, but I'm still looking to get more of that time back. I was
trying to determine how I could improve this process even more, when I realized the
only thing I could do would be to improve the quality of the resumes I was receiving,
for even the resumes of the candidates who were qualified were still typically very poor
and took a lot of extra time to parse.

I began detailing better resume-writing skills information to give to my recruiters,
when I realized that the best way to communicate this information was to give it to the
candidates. Thus, I decided to write this article.

It is my hope that this information will be helpful to you - and ultimately to me and
other hiring managers. Understand that it is written with the assumption that if you are
qualified, this will help you get more interviews, and much faster. If you are a charlatan
and looking to get a job that you neither deserve nor are qualified for, then you proba
bly need to go find an article on "creative resume writing," because this article deliber
ately defies such efforts.
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Talk about the things you are

proud of . . . the things that
are very significant - major

challenges you had to
overcome in your career.

The following is a list of basic guidelines that I will use when rewriting my resume. I
suggest you try them as well.
The Signal-to-Noise Issue
It is a good thing to keep in mind that, statistically speaking, most people who work in
this industry are not really very good, and even fewer are capable of writing a good
resume. Yours is likely to be swimming in a sea of resumes of this caliber. It is a difficult
job showing your skills in situations like this, so be ready for the challenge.

Impressions
it is important to understand that resumes are all about impressions. If someone is
looking to fill a position, then the likelihood is that your resume is one of dozens that
they will review that day. Even the most well-meaning and conscientious managers are
not going to read every word of every resume, because they simply do not have the
time. It is therefore important that your resume quickly establish a positive impression
of you and your abilities so that the person feels the need to investigate you further.

Se l l Yourse l f
This probably sounds odd, given the nature of this article, but your resume is a show
case of the qualities that are you. Talk about the things you are proud of. If you are a
technology analyst and a superstar, you shouldn't have things like "setup file shares" or
"configured print queues" on your resume. It detracts from your other achievements
and makes it appear as if you either didn't really do those more significant things, or
just did them at a cursory level.
If you worked on some high-end projects, list those instead. Talk about the time you
migrated the entire network to a new operating system, or the time you put in a busi
ness proposal to upgrade some major component on the 300 corporate infrastructure
machines. Talk about the things that are very significant - major challenges you had to
overcome in your career.

If you were an auto mechanic and writing your resume, do you think you would waste
precious space on your resume explaining how you topped off the oil on a car and
checked the tire pressure? One would certainly hope not. One would expect you would
talk about the time you fitted that 350 big-block V8 into that 1958 MGB, or the time
you fixed the transmission on a Ford Model T with only the aid of a screwdriver and a
canned ham.

If it so happens that checking the oil and tire pressure were your greatest achievements,
fine - put them down and be proud. Since, however, most of us have done a little more
than that, most of us should be putting things of more import on our resume.

Objectivity
Don't put anything on your resume that isn't a fact. Statements like "e.xcellent customer
support skills" and "works well with others" are your opinions, and your opinions
alone. These are the kinds of things that can only be proven by actually working in an
environment, and it is foolish to think that just by writing them down that they will be
taken as truth.

What you can do is detail experiences or job functions that might imply that you have
these qualities. For example, instead of saying "excellent customer support skills," you
could say "worked on the help desk for 12 months, during which customer satisfaction
ratings went up 36%." Instead of saying, "works well with others," you might say some
thing like "was delegated as liaison for all operations/helpdesk interdepartmental
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